
Appendix 3 (1) 
 
Report No. BRK/09/02 – Final Report issued 1 October 2008 

 

Asset Management 
 
 
Audit Opinion 

Limited assurance given, with some detioration noted in the internal control environment since 
the last audit visit. 

 

Rationale supporting Award of Opinion 

The audit work carried out by Internal Audit indicated that: 

• Weaknesses in the system of internal controls are such as to put the client’s objectives at 
risk. 

• The level of non-compliance puts the client’s objectives at risk 

• The assurance level provided is reflective of the number of recommendations made, 
covering several areas within the scope of the audit. Three high, four medium and two low 
priority recommendations were raised regarding administration of the commercial 
property portfolio including providing a suitable audit trail on the history of each property 
in terms of occupancy/terminations and rent free periods, prompt reviewing of service 
charges, correct allocation of income and resolution of credit balances, the inclusion of 
adequate mitigation plans in the risk register for a down turn in the economy, reconciling 
rental deposits, ensuring rental deposits are cleared before occupancy and providing 
assurance that all commercial properties are adequately insured. Two further medium 
priority recommendations were made in the audit report on the Annual Governance 
Statement (Audit No. BRK/09/01) issued in July 2008 covering the need for written 
procedures on acquiring and disposing of property and on timelier return of rental 
deposits to the former on termination of occupancy.  

• One high and three medium priority recommendations have been made in respect of 
building services in particular over controls covering the monitoring of maintenance 
arrangements for the Council’s car parks and street lights within the district, signing of the 
street lighting contract and the inclusion in the Council’s risk register to the risks 
associated with defective street lights.   

 

Summary of Findings 

Commercial and Industrial Properties 

There is a need to produce written procedural guidance on the acquisition and disposal of 
property. A recommendation on the completion of up to date written procedures for acquiring 
and disposing of buildings and land was accepted during the previous audit review on 
property management (Audit No. BRK/07/03 - Final Report issued 17/10/06 with an 
implementation date agreed of 31/03/07). However, our review on the Annual Governance 
Statement - AGS (Audit No. BRK/09/01 – Final Report issued 28/05/08) established that 
written procedures had not been produced other than provision in the Council's Constitution 
under Delegations and Financial Regulations, which are intended to be a high level overview 
rather than a daily guide to arrangements actually in place. The recommendation to produce 
written procedures was restated in the report on AGS (Recommendation 9), which was 
accepted by the Commercial Property Manager with an implementation date of 30/09/08. As a 
consequence, no further recommendation is required in this report. 

We established that the commercial portfolio was being managed well. The recent approval of 
funding to tender for a new property management system will further enhance existing 
controls by providing a historical trail for each commercial and industrial property, which, 
during this review, were found to be weak and resulted in Internal Audit experiencing 
difficulties selecting samples for testing e.g. terminations, return of rent deposits.  



We also noted delays in processing service charges for 2007/08 for both the Guildhall and 
Breckland House and in one instance the incorrect posting of a rental payment to the wrong 
invoice indicating that the tenant was in arrears when instead payment had been received.  

Whilst outstanding debts are being effectively pursued and monitored, there is need to ensure 
unallocated credits, which totalled £13k (comprising 16 cases) as per the June 2008 aged 
debt report, are effectively pursued.  

The Council has identified the downturn in the economic climate in its Strategic and 
Operational Risk Register and although we have not undertaken any formal analysis, we 
consider it beneficial for the Council to produce a formal strategy to address the down turn 
and the viability of maintaining its commercial property portfolio or whether funds could be 
invested better elsewhere.   

Minor improvements are also required to tighten up on the monthly reconciliation processes 
over income and factory rent deposits to ensure there is evidence of independent review. 

We did also find one instance where a bad debt occurred due to the Council allowing a 
tenancy to commence before the deposit had cleared. Once it had been established that the 
cheque had bounced, the tenant had left the property but could not be traced. The 
Commercial Property Manager confirmed this was an isolated case but nonetheless accepted 
that this situation should not be allowed to arise again. 

There is also a need for the Commercial Property Manager to confirm that the lists of 
properties submitted for valuation to the District Valuer by the Senior Administration Assistant 
are comprehensive in that all properties in the commercial property portfolio are included. 
Presently there is an acceptance that this is the case, rather than through any formal 
confirmation.  This issue was raised in the previous report with an appropriate 
recommendation (No 3) being accepted to improve control. 

Building Services  

We established that adequate controls exist to ensure maintenance costs for the Council’s 
operational and non operational properties are reasonable and are effectively monitored. 

We did though establish that inspection reports produced by SERCO for monitoring the 
condition of the Council’s car parks are being produced but are not being reviewed by the 
Council. This, according to the Building Services Manager, is primarily down to the recent 
restructuring of the department and responsibilities not being clearly aligned to responsible 
officers.  

There is also a need for improved control over the monitoring of the maintenance 
arrangements for maintaining the street lights within the district. The contract with Norfolk 
County Council (NCC) had not been signed at the time of review although it was 
acknowledged that acceptance of the terms were implied due to work being undertaken and 
payment being made (for these works).  The Building Services Manager was also 
experiencing difficulties in obtaining reports from NCC with which to effectively monitor the 
work undertaken.  This has a knock on effect in that the risk of damage or injury caused by a 
defective unit and implications for the Council are not covered in the Strategic & Operational 
Risk Register.  

Performance Information 

We established that controls over the production and reporting of performance information 
were operating satisfactorily with data being reported through the Council’s corporate 
performance management system. 

 

 

 

 

 

 

 



The following recommendations have been raised: 

 

Area of 
Scope 

Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Commercial 
and Industrial 
Property 

Amber Amber 3 4 2 

Building 
Services 

Amber Amber 1 3 0 

Adequacy 
and 
Effectiveness 
Assessments  
 

Performance 
Information 

Green Green 0 0 0 

Total 4 7 2 

 

High Priority Recommendations 

We have raised four high priority recommendations as a result of this audit; three in relation to 
Commercial Property and one for Building Services as detailed below: 

Commercial and Industrial Property 

• The Council should formally document a strategy to mitigate the main risk associated with 
Commercial Property from the Strategic and Operational Risk Register which highlights 
the risk of an economic downturn. The strategy should include the consideration of 
extending the advertising budget in an aim to maximise lettings, as well as the policies 
and procedures for using rent-free periods as an incentive, and an assessment as to the 
viability of continuing this leasing of commercial property in the current climate as 
opposed to investing the money in a fund or bank. 

• The Council should not allow tenants to occupy properties prior to receiving a six month 
deposit in cleared funds.  

• The Commercial Property Manager should review the list of properties valued by the 
District Valuer prior to these valuations being sent to the Insurance Company for the 
purposes of calculating the level of cover for the commercial property portfolio and 
insurance premium. The Commercial Property Manager should sign and date the list of 
properties valued indicating that this level of control is in place and to ensure that all 
properties have been included. 

Building Services 

• The Building Services Team should monitor the reports sent by SERCO detailing the 
inspections of the Council’s car parks.  These should be reviewed to confirm that the 
conditions of the contract for inspection are being sufficiently met, and to identify any 
trends or areas for concern. 

 

All 13 recommendations were accepted by management. 

 

 

 

 

 

 

 

 

 

 



 

Appendix 3 (2) 
 

Report No. BRK/09/03 – Final Report issued 7 May 2009 

 

Procurement 
 
 
Audit Opinion 

Limited assurance given. 

 

Rationale supporting Award of Opinion 

The audit work carried out by Internal Audit indicated that: 

§ Weaknesses in the system of internal controls are such as to put the client’s objectives at 
risk. 

§ The level of non-compliance puts the client’s objectives at risk. 

§ We have concerns that the Council’s Procurement procedures and EU Regulations have 
not been complied with in one of the three cases applicable. The Council does not have 
an overarching Procurement Board for ensuring compliance with local and EU 
requirements.  Concerns were also noted over confirming training attendance, use and 
retention of signed contracts, use of standard terms and conditions in contracts, updating 
the register of pecuniary interests and updating the contracts register. 

§ The secure holding of the new P-cards outside of normal working hours also gives cause 
for concern.    

 
Summary of Findings 
 
Policies, procedures, laws and regulations 
 
Controls were found to be in place with regards the existence of comprehensive policies and 
procedures and the definition of roles and responsibilities with regards to procurement. 
 
We established that the Strategic Contracts and Procurement Manager is not automatically 
consulted on procurements despite it being stated as a requirement in the Procurement Code 
of Practice. 
 
Resources, Roles and Responsibilities 

 
We established that there is no overarching Procurement Board within the Council for 
ensuring compliance with local and EU requirements. Whilst training on procurement is 
provided essentially for Line Managers and staff involved in procurement, insufficient 
evidence exists to confirm who actually received/attended this training.  
 
Tender & Quotation Rules 
 
We established that the Council failed to comply with EU requirements by not advertising one 
contract tested in the EU Journal.  
 
We also established weaknesses over controls for receipt and opening of tenders, use of 
standard terms and conditions in all contracts and updating the register for declarations of 
pecuniary interests. 



Integrity and reliability of information 

A formal contracts register has been established, although assurances cannot be given that it 
is comprehensive as it is still being compiled. The register was accessible to all staff, with 
restrictions for amendments. The contracts register did not exist prior to the Procurement 
Officer (now Strategic Contracts and Procurement Manager) having started in post. Prior to 
this, there was no formal register in place.  

Procurement Cards (P-Cards) 

New controls are to be implemented in relation to the roll out of the corporate procurement 
cards, including regular checking and approval of transactions and costs.  

There is currently no formal documented instruction for the secure keeping of P-Cards outside 
of normal working hours. 

Performance Information 

New indicators have been set for monitoring the use of the new P-Card. However, as the 
cards had not been used at the time of the review, no testing was possible with which to 
measure their effectiveness. 

Risk Management 

Our testing established that the Council has risk self assessment procedures in place to 
regularly review the Council’s risk environment. 

 

The following recommendations have been raised: 

 

Area of Scope Adequacy 
of Controls 

Effectiveness 
of Controls 

Recommendations Raised 

   High Medium Low 

Policies, 
procedures, 
laws and 
regulations 

Green Amber 1 0 0 

Resources, 
Roles and 
Responsibilities 

Amber Amber 2 0 0 

Tender and 
Quotation 
Rules 

Amber Red 5 0 0 

Integrity and 
reliability of 
information 

Green Amber 0 1 0 

Procurement 
Cards 

Green Amber 0 1 0 

Performance 
Information 

Green Amber 0 0 0 

Adequacy 
and 
Effectiveness 
Assessments  
 

Risk 
Management 

Green Green 0 0 0 

Total 8 2 0 

 

We have raised eight high priority recommendations as a result of this audit.  These are in the 
following areas: 

Policies, Procedures, Laws and Regulations  

• In accordance with the requirements of the Council's Procurement Code of Practice, 
the Strategic Contracts and Procurement Manager should be consulted on all major 
procurements to ensure the correct advice is provided. The threshold for this could be 
all procurements of £20k and over which is the limit currently being considered by the 
EU for which tenders will need to be advertised.   



Resources, Roles and Responsibilities 

• The Council should set up a Procurement Board comprising of the Strategic 
Contracts and Procurement Manager and other senior managers, e.g. Strategic 
Director, Head of Finance. The role of the Procurement Board should include a high 
level review to:  

- Ensure all procurements over a predetermined value (i.e. those > £20 
being the limit which is currently being considered by the EU for which 
tenders will need to be advertised) have complied with both local and EU 
procedures.  

- Ensure that Approved Waivers have been obtained where the correct 
number of tenders/quotations have not been obtained/requested. 

- Ensure suitable budget provision exists (Proforma B approved by 
Cabinet) for each procurement and confirm that procurements are 
justified.   

- Review the Contracts Register to ensure adequate provisions are made 
to contracts due for expiration with the following months.  

- Ensure copies of contracts are signed by all relevant parties, have been 
logged and are held securely in the Council's strong room at Elizabeth 
House. 

• All staff involved or responsible for procurement  should receive formal training. Staff 
should then sign to confirm that they have received the training and agree to abide by 
the Council's procedures, including EU Regulations. 

Tenders and Quotations 

• The Council should take action to enforce its procedures for quotations and tenders 
to be obtained at relevant levels, including those required to be advertised in the EU 
Journal. 

• Records of all tenders received should be retained for all procurements.  This should 
include the names and signatures of all the officers present at the tender opening and 
evaluation stages, the date and time the tenders are opened, along with the details of 
each tender. 

• The Council should ensure standard terms and conditions are included in all its 
contracts. 

• Once a contract has been negotiated, signed copies should be logged and kept in a 
secure environment, i.e. the strong room in Elizabeth House. 

• The Council should obtain a declaration of pecuniary interests from all officers 
involved in procurements on a minimum of an annual basis. This recommendation is 
designed to supplement point 22 of the Council Constitution and is in accordance with 
point 2.4 in the Procurement Code of Practice. 

 

All 10 recommendations put forward received management’s endorsement. 
 



 
 

Appendix 3 (3) 
 
 
Report No. BRK/09/04 – Final Report issued 20 March 2009 

 

Waste Management 
 
 
Audit Opinion 

Limited assurance given. 

 

Rationale supporting Award of Opinion 
 

The audit work carried out by Internal Audit indicated that: 

§ Weaknesses in the system of internal controls are such as to put the client’s objectives at 
risk. 

§ The level of non-compliance with controls puts the client’s objectives at risk. 

§ This opinion results from the number of high and medium priority recommendations.  The 
key areas of concern are around the operations manual, identification of key performance 
indicators (KPIs) for 2008/09, having a risk mitigation plan relating to the SERCO contract 
and improving the communication links for contract monitoring. 

 
Summary of Findings 
 

Contract Monitoring  

This covers the generic monitoring activities that are not specific to any of the six areas of the 
contract.  These activities are mainly carried out by the Contract Manager and Administrator 
within the Environmental Services Contract Monitoring Team. 

During our audit, we identified that regular monitoring is taking place.  However, there is a 
weakness in the formal approach to the activities. For instance, there is no formal 
authorisation by key officers involved in the monitoring process, prior to the payment of 
performance pay to SERCO.  This is important for officers who are not part of the core 
Environmental Services Team, as it provides an opportunity to communicate ongoing issues 
to the main team.  Further, there are minor weaknesses in the evidencing of reconciling 
income from brown bins receipts. 

Waste Collection and Recycling – We identified that regular monitoring is taking place.  
However, there are weaknesses due to the lack of operational guidance available.  The 
monitoring activities that are taking place cannot be corroborated against the operational 
guide as it is not sufficiently comprehensive or endorsed by management.  Furthermore, there 
are departures from the performance targets specified in the contract.  

Cleaning of Council Buildings Service – There are weaknesses in the monitoring of SERCO’s 
activities.  At the time of the visit, there was no evidence that the cleaning activities were 
being monitored.  There is an awareness of how SERCO is performing, although there is no 
supporting analysis of their service.   

Security and CCTV – There are weaknesses in the monitoring of SERCO’s activities. There is 
an awareness of how SERCO is performing although there is no supporting analysis of their 
service. This included departures from the performance targets specified in the contract to 
those reported by SERCO. However, since the draft audit report was issued the decision has 
been taken to remove CCTV from the Environmental Services contract altogether with a new 



provider being sort from April 2009. Therefore, no recommendations in relation to the 
shortcomings have been made in this report.  

Minor Works Service / Street Cleaning Service / Ground Maintenance Service - The activities 
that are taking place cannot be corroborated against an operational guide as it is not 
sufficiently comprehensive and endorsed by management.  In addition, there are departures 
from the performance targets specified in the contract.  

Performance Monitoring  

No weaknesses were identified in this area during our review. 

Risk Management 

The Risk Register is not updated for contractor identified risks. 

 
The following recommendations have been raised: 
 

Area of 
Scope 

Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Contract 
Monitoring 

Green Red 1 4 1 

Performance 
Monitoring 

Green Amber 2 0 0 

Risk 
Management 

Green Amber 1 0 0 

 
Adequacy 
and 
Effectiveness 
Assessments  
 

Follow ups Green Green 0 0 0 

Total 4 4 1 

  

High Priority Recommendations 

We have raised four high priority recommendations as a result of this audit.  These are in the 
following areas: 

Contract Monitoring  

• Management should ensure that the performance of SERCO in relation to the 
cleaning of Council buildings is monitored through verification of KPIs submitted to 
the Council and proactive inspections, where appropriate.  

Performance Monitoring  

• Management should ensure that a formal decision and approval is obtained to 
remove KPIs, as specified in the contract, from the monthly reports produced by 
SERCO. 

• Management should ensure that the performance of the contractor across all 
categories of KPIs is discussed with SERCO.  Missed KPIs from the previous year 
should be discussed and the outcome should be used to determine new targets for 
the year. 

Risk Management 

• Management should ensure that the Risk Register is updated with all the risks 
identified in the contract as well as the risk if SERCO withdraw from the contract. 

 

All recommendations raised, were accepted by management. 

 
 
 



Appendix 3 (4) 
 
Report No. BRK/09/05 – Final Report issued 11 December 2008 

 

Homelessness, Housing Strategy and Private Sector Housing 
 
 
Audit Opinion 

Adequate assurance given, with some improvement noted in the internal control environment 
since the last audit visit. 

 

Rationale supporting Award of Opinion 

The audit work carried out by Internal Audit indicated that: 

• While there is a basically sound system of internal control, there are weaknesses, which 
put some of the client’s objectives at risk. 

• There is evidence that the level of non-compliance with some of the control processes 
may put some of the client’s objectives at risk. 

 

Summary of Findings 

Homelessness 

We established that decisions on homelessness applications are taken by trained assessing 
officers and are independently reviewed. The clients accepted in temporary accommodation 
are reminded of their Housing Benefit claim obligations and their responsibility for payment of 
rent. The Council uses formal contracts with its landlords setting out terms and conditions to 
be applied on bookings made by the Homelessness team. Invoices for B&B accommodation 
are subject to appropriate checking prior to payment. Criteria for awarding rent loans are 
clearly documented and a record of all those in receipt of a rental loan is maintained. 

It was established that there was no evidence to explain instances where the preferred option 
of accommodation was not always available, a lack of audit trail over recovery action for 
arrears with client contributions and no comprehensive checking by the Homelessness team 
for tenants in hostels, private accommodation or B&B, with the exception of John Room 
House (JRH), which is a Council run establishment.   

Housing Strategy 

The most updated version of the Housing Strategy was not on the Council’s website.  Plans 
for a complete review of the Housing Strategy in 2008/09 as per the Service Team Plan (STP) 
have been deferred until 2009/10.  The Strategic Housing Manager advised that a request 
was due to be made to the Council’s hothouse panel (scheduled for 25th September) to 
amend the targets in the STP. The resource implications of other key housing projects, 
namely the introduction of Choice Based Lettings Scheme has meant that resources are not 
available to meet those original timeframes. The Strategic Housing Manager also advised that 
the delay may prove to be of benefit in the longer term, as Go-East is providing updated 
guidance on housing strategies.  

The Private Sector Housing Strategy and the Homeless Strategy have also been earmarked 
for review in the STP, which is monitored through the Council’s Quarterly Performance 
Clinics.  This is key to ensuring all the Council’s policies are reflective of current statutory 
guidance and current working practices. 

Private Sector Housing 

We established that procedures exist for applications and eligibility for grants and loans, albeit 
that no domicile loans have been awarded during 2008/09 thus far.  A register of all properties 
(via the Civica APP system) that have undergone changes funded by grant/loan money is 
maintained by the Housing Department.  The Grant Payment forms, certifying that works have 
been carried out to a satisfactory standard, are signed by the Principal Environmental Health 
Officer (PEHO) and the Environmental Health Officer (EHO), in accordance with prescribed 



controls.  Clearly documented procedures exist for prioritising of cases.  Key Performance 
indicators exist and are regularly reported through the Council’s performance monitoring 
system (TEN). 

It was noted that there had not been a recent review of the Housing Renewal Policy, required 
as part of the reviews referred to under the section above on Housing.  Also, the reconciliation 
between Integra and Civica APP system (formerly FLARE) was not prepared for June 2008. 

Performance Information 

Performance data is being prepared and reported in accordance with the Council’s 
performance monitoring system (TEN), including quarterly performance clinics.  

Risk Register 

The risks included in the Council’s Strategic and Operational risk register associated with the 
areas covered as part of this review were being adequately addressed.  

Follow up on previous report’s recommendations 

We established that six of the previous nine recommendations had been implemented. Those 
not fully implemented are referred to above under the Homelessness heading. 
Recommendations to address these issues have been restated in Recommendations 1, 2 and 
3 of this report. 

 

The following recommendations have been raised: 

 

Area of Scope Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Homelessness Amber Amber 0 3 0 

Housing 
Strategy 

Green Amber 0 1 0 

Private 
Housing 

Green Amber 0 2 0 

Performance 
Information  

Green Green 0 0 0 

Adequacy and 
Effectiveness 
Assessments 
 

Risk Registers Green Green 0 0 0 

Total 0 6 0 

 

High Priority Recommendations 

No high priority recommendations were raised as a result of this audit.   

 

All recommendations were accepted by management. 

 

 

 

 

 

 

 

 

 

 

 

 



Appendix 3 (5) 
 
Report No. BRK/09/06 – Final Report issued 16 December 2008 

 

Partnerships – Local Strategic Partnership 
 
 
Audit Opinion 

Adequate assurance given. 

 

Rationale supporting Award of Opinion 

The audit work carried out by Internal Audit indicated that: 

• While there is a basically sound system of internal control, there are weaknesses, which 
put some of the client’s objectives at risk. 

• There is evidence that the level of non-compliance with some of the control processes 
may put some of the client’s objectives at risk. 

 

Summary of Findings 

Corporate Governance 

The Council has produced a Sustainable Community Strategy, as part of their statutory 
requirements with the Local Government Act 2000, through the Local Strategic Partnership 
(LSP). This Strategy incorporates all the previous strategies of the LSP to provide one 
document which reflects each of the partners' strategic objectives, including those of the 
Council.    

The Breckland Partnership has set up Project Boards for the first two partnership projects, 
together with terms of reference and budgets.  A Project Board has been set up for the third 
project, ‘Health and Wellbeing’.  However, it was noted that the terms of reference is still at 
draft stage.  It was noted that a Project Board and a terms of reference were yet to be 
developed and agreed for the Environmental Sustainability Project.  The Sustainable 
Communities Manager confirmed that these were in the process of being set up, as the 
outline of the project is currently being agreed with the LSP Board.  A recommendation has 
not been raised in light of this confirmation from management.   

It was confirmed that the Council does not maintain a Partnerships Register.  Furthermore, 
we confirmed that there are no agreed arbitration procedures for resolving disputes within the 
Breckland Partnership. 

It was confirmed that a process to review projects on completion and delivery is not in place 
to help to ensure that lessons are learned and improvements are made for future projects. 

The Sustainable Communities Manager informed us that the Lead Partner manages the 
budget for the Partnership and for each project, although there are no specific LSP financial 
procedures.   

Performance Information 

The Council has a Data Quality Protocol for the Breckland Partnership (LSP), to which all 
partners are expected to sign agreement at the October 2008 LSP Board meeting.  This 
protocol is aiming to ensure that all partners maintain a high standard of quality, which will 
help to validate the performance figures used to monitor project performance.  It was noted 
that no signed returns were available for review at the time of this audit due to this being a 
new protocol. 

We identified that performance targets have not been clearly laid out in the Service Plans for 
each of Breckland Partnership’s projects.  There is a reference to performance indicators for 
the Pride in Breckland and the Health and Wellbeing projects in the Service Plan, with the 
national average indicated.  However, it is not stated that the national average is the target. 
The LSP has not yet set a target for the Economic Prosperity Project. 



We identified issues around monitoring and reporting of performance to respective Project 
Boards, LSP Board and Member level. 

Risk Management 

We identified that the Strategic Risk Register includes two risks which relate to the outcomes 
of the LSP, incorporating the Breckland Partnership and potential risks associated with project 
working.  

Each project service plan has a risk assessment scorecard, which assesses the key risks for 
each project, including an impact and likelihood risk score, potential consequences and 
mitigation plans.   

 

The following recommendations have been raised: 

 

Area of 
Scope 

Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Corporate 
Governance 

Amber Green 0 4 0 

Performance 
Information 

Amber Amber 0 2 0 

Adequacy 
and 
Effectiveness 
Assessments  
 

Risk 
Management 

Green Green 0 0 0 

Total 0 6 0 

 

High Priority Recommendations 

No high priority recommendations were raised as a result of this audit.   

 

All recommendations were accepted by management. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Appendix 3 (6) 
 
Report No. BRK/09/07 – Final Report issued 13 January 2009 

 

Concessionary Fares 
 
Audit Opinion 

Limited assurance given. 

 

Rationale supporting Award of Opinion 

The audit work carried out by Internal Audit indicated that: 

• Weaknesses in the system of internal controls are such as to put the client’s objectives at 
risk.  The level of non-compliance with controls puts the client’s objectives at risk. 

• There are concerns surrounding the accuracy of the figures used by the contractor, 
Martlet Consultants Ltd (MCL), to calculate the amounts on the monthly estimate and 
quarterly balancing invoices due to the fact that the Council currently receive no 
supporting documentation with these invoices.  Further, there is no formally documented 
and signed agreement with Norwich City Council and the contractor MCL. 

 

Summary of Findings 

Strategy, Policy and Procedures 

The Council currently uses the guidance set by the Department for Transport as their main 
guidance on determining eligibility for concessionary bus passes.  The Council also uses 
written procedures from Unicard explaining how to process the applications. However, there 
is no local procedure document stating what timeframes are expected to be met and what 
supporting documentation should be maintained on file. 

Management of Concessionary Fares 

Responsibility for the budget falls under the Sustainable Communities Manager, within the 
Services Directorate; whereas, the administration of the scheme comes under the 
responsibility of the Customer Services Manager, within the Cabinet Directorate. This leads to 
a lack of reporting clarity and management control over the Concessionary Fares budget. 

Monthly payments to the Bus companies are made through the partnership arrangement with 
Norwich City Council, with an adjustment to reflect actual payments being made each quarter. 
Invoices are received prior to the month with an estimated amount, with the estimates 
reconciled to actual figures at the end of each quarter. We identified that the invoices received 
by the Council do not come accompanied with supporting documentation to explain the 
calculation behind the figures.   

Until recently, Norwich City Council discussed and agreed the figures with the Bus Operators; 
however this has now been outsourced to a contractor, Martlet Consultants Ltd (MCL). We 
were informed that there is currently no formal agreement signed between Breckland Council, 
Norwich City Council and MCL for this service.   

As applications are received and checked at various Breckland sites, we have recommended 
that a common approach is adopted with regards to maintaining supporting documentation 
such as proof of eligibility and proof of payment before replacement bus passes are issued. 

Management of Personal Data 

All operators of the Card Management System (CMS) have unique passwords but there is no 
prompt to change the passwords on a regular basis. All applications processed by the Council 
are remotely accessed by UCLID, the CMS provider, so they can create the bus pass and 
distribute it direct to the applicant.  We identified that changes made to standing data on CMS 
are not able to be traced back to the User ID of the individual making the change; therefore 
the originator of the change is not automatically recorded.  Further, it was confirmed with 



management that there has been no review of user access levels granted to individuals for 
CMS since the system was introduced.   

Performance Information 

We identified that local performance indicator SI-SC 13, which relates to processing 
Concessionary Bus Fares, with a target set of 90% of Bus Passes issued within 30 days of 
application, has yet to be reported through the Council’s ‘TEN’ Performance Monitoring 
System. Furthermore, the definition of the indicator is ambiguous in that it does not clearly 
state the parameters between which the indicator is to be measured nor is there an effective 
mechanism in place for capturing data for monitoring performance. 

Risk Management 

The Council’s Strategic Risk Register incorporates three risks associated with Concessionary 
Fares, which are assigned to the Sustainable Communities Manager as the risk owner.  We 
identified that, as the risk owner had changed for the current financial year, mitigating controls 
and any required action plans were yet to be revised and attached to these risks.  

 

The following recommendations have been raised: 

Area of Scope Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Strategy, 
Policy and 
Procedures 

Amber Amber 0 1 0 

Management 
of 
Concessionary 
Fares 

Amber Amber 2 2 0 

Management 
of Personal 
Data 

Amber Amber 0 2 0 

Performance 
Information 

Amber  Amber 0 2 0 

Adequacy 
and 
Effectiveness 
Assessments  
 

Risk 
Management 

Amber Amber 0 1 0 

Total 2 8 0 

 

High Priority Recommendations 

2 high priority recommendations were raised as a result of this audit:   

Management of Concessionary Fares 

Supporting Documentation with invoices 

The Council should request supporting documentation / management information with each 
invoice from the City Council, whether monthly estimates or quarterly actual figures, to 
confirm where the payment figure has come from and to ensure it has been correctly 
calculated and checked. 

Agreement signed with Norwich City Council and MCL 

The Council should discuss and sign an agreement with Norwich City Council and the 
contractors, MCL, which explains how charges are to be calculated, the evidence to be 
supplied (both for monthly estimates and quarterly balancing) and to explain the City Council's 
own in house verification checks applied to data supplied to them by MCL before invoices are 
issued to the Council (Breckland) for reimbursement. 

 

All recommendations were accepted by management. 
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Report No. BRK/09/08 – Final Report issued 19 March 2009 

 

Data Quality – Quality Control Checks on Performance Indicators 

 

Audit Opinion 

Limited assurance given. 

 

Rationale supporting award of opinion 

The audit work carried out by Internal Audit indicated that: 

§ Weaknesses in the system of internal controls are such as to put the client’s objectives at 
risk. 

§ The level of non-compliance with controls puts the client’s objectives at risk. 

§ We would offer a limited assurance level for the overall audit due to the number and 
significance of the recommendations raised around the National Indicators 182 and 195.  

• We would also have awarded adequate assurance for NI 157 indicating that while there is 
a basically sound system of internal control, there are weaknesses, which put some of the 
client’s objectives at risk. 

 

Summary of Findings 

National Indicator 182 – Satisfaction of business with local authority services 

The Council has experienced difficulties in understanding and interpreting the correct 
definition for this indicator since it was introduced in April 2008, despite agreeing a common 
approach with other local Councils through the Norfolk Better Regulation Group (NBRG), 
including the setting of a common target.  

The main difficulties relate to knowing the correct number of surveys and the selection of 
those samples required to ensure compliance with the guidance and the definition between 
what constitutes a "Compliant" or "Non-Compliant". As a consequence, it is difficult to give 
assurances that the data being put forward in support of this indicator is correct.   

Furthermore, surveys were not sent out during the first quarter, which has subsequently led to 
a limited number of responses so far this year. Therefore, at the time of review (September), 
performance against targets had not been monitored and reported to senior management or 
the Performance Team.  

National Indicator 195 – Improved street and environmental cleanliness 

The Council received guidance from ENCAMS, on behalf of DEFRA, which covers all aspects 
of the indicator and how to measure against it. In addition, the two officers responsible for 
conducting the site assessments have received training from ENCAMS for the implementing 
of site visits and the judging of the grades. However, the officers have not received training for 
the planning element of NI 195.  

Due to the strict number of transects required per period, there are a number of transects that 
are graded whilst out on the site visit that are not included in the final performance figures. 
Although this is necessary to ensure that the Council assess enough transects each period, 
there is no systematic or logical process for selecting/discounting gradings from the final 
figures, thereby potentially allowing more favourable outcomes to be included/reported.  We 
would therefore recommend that the Council have a formal procedure for discounting “extra” 
transect gradings, to ensure consistency and fairness. 



Performance figures are automatically calculated once the data has been input directly into a 
DEFRA Web-link.  However, there is no independent verification of this data input to confirm 
its accuracy.  

We did note that performance for the first quarter of 2008/09 was reported via spreadsheets 
rather than directly in the TEN system due to the TEN system being updated to take into 
account the changes to the national indicators which became effective from 01.04.08. 
Subsequent data has been reported via the TEN system.  

It should also be noted that there are many rural roads which cannot be graded for ‘detritus’ 
due to the fact that they are already mud roads. This is acceptable in accordance with the 
definition. As this was raised as an external audit recommendation last year, it may be 
advisable that the Council acts proactively and collates a file of evidence that can be handed 
to external audit to ensure that this is not a recommendation made in future audit work. 

National Indicator 157 – Processing of major, minor and other planning applications 

Controls over the administration of this National Indicator (NI) 157 were found to be operating 
well. This NI has replaced the Best Value Performance Indicator (BVPI) 109 with effect from 
01.04.08. The performance targets have continued from previous years, but have been set 
significantly higher than last year's target due to historical good performance. 

We identified that the dates entered directly into the Ocella system were correct in 
accordance with the dates on the planning applications tested, although it was noted that the 
accuracy of these dates is not checked by the Council to validate the performance data. 

Written guidance exists on the criteria for each development classification, i.e. Major (large 
and small), Minor and Other, and codes are allocated in accordance with the NI 157 
definition. 

Performance figures are produced monthly for each application type (Major, Minor and Other) 
and are sent to the Development Services Manager to inform of the department’s progress 
against the year-end targets. 

Although there were problems with the TEN system, we confirmed through data supplied to 
the Policy and Performance Team that in the case of NI 157, the first quarter performance 
was below target, with reasons and future actions subsequently discussed at the 
Performance Clinic in July 2008. 

General  

It should be noted that since the audit was completed, a review / restructure within 
Environmental Health has been undertaken. This has resulted in new officers taken up post 
with effect from 1

st
 April 2009. As a consequence, the implementation dates for some of the 

recommendations listed below have been set to reflect this and to allow staff suitable time to 
address the issues raised. 

 

The following recommendations have been raised: 

 

Area of 
Scope 

Adequacy 
of Controls 

Effectiveness 
of Controls 

Recommendations Raised 

   High Medium Low 

NI 182 Amber Amber 3 2 2 

NI 195 Amber Amber 1 3 0 

Adequacy and 
Effectiveness 
Assessments  
 

NI 157 Amber Green 0 1 0 

Total 4 6 2 

 

 



High Priority Recommendations 

We have raised four high priority recommendations as a result of this audit.  These are in the 
following areas: 

National Indicator 182 

Clarity on non-inspection business interactions: 

• The Council should seek clarification from other local authorities and the Audit 
Commission on how they are rating their non-inspection interactions, as there is no clear 
definition for the indicator on how to differentiate between "Compliant" and "Non-
compliant". Evidence of advice/guidance received should be retained.   

Clarity on minimum number of surveys required: 

• The Council should seek clarity from the Audit Commission as to the minimum number of 
surveys required for the Council to meet the definition of the Performance Indicator. 
Further advice could be obtained from the other members of the Norfolk Better Regulation 
Group to seek the same clarity to increase the chances of a timely resolution to this issue.  

Guidance on processes: 

• The Council should formally approve and issue guidance for the whole process of 
measurement against the National Indicator 182. This should include reference that a 
second officer is able to perform the whole process if necessary.  

National Indicator 195 

Officers should be appropriately trained: 

• The Council should ensure that all relevant officers are adequately trained in respect of 
the planning of visits and/or conducting gradings.  

 

 

All recommendations put forward have received management’s endorsement. 
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Report No. BRK/09/09 – Final Report issued 27 February 2009 

 

Exchequer Services 

 

Audit Opinion 

Adequate assurance given 

 

Rationale supporting award of opinion 

The audit work carried out by Internal Audit indicated that: 

• While there is a basically sound system of internal control, there are weaknesses, which 
put some of the client’s objectives at risk. 

§ There is evidence that the level of non-compliance with some of the control processes 
may put some of the client’s objectives at risk. 

§ Matters have arisen regarding the review of the creditor’s system access rights, security 
of credit card information, the timeliness of insurance claim submission, the provision and 
review of receipts relating to expense claims and a lack of review of drivers’ documents. 

 

Summary of Findings 

General 

Controls were in operation with regards to the setting out of financial procedures, back up of 
computer systems and an IT Disaster Recovery Plan is maintained. 

Ordering 

There were controls in place surrounding the raising and authorisation of orders, segregation 
of duties, and authorisation levels and budgetary limits are set. 

An authorised supplier list is maintained and reviewed regularly and controls over the storage 
of supplier amendment forms were considered adequate.  

Creditors 

Controls were in operation over invoice payments, the authorisation list and payment runs. 
VAT returns to HMRC are completed on a monthly basis and there are controls in place for 
ensuring the security of cheques. Performance targets for the prompt paying of invoices were 
met in the sample tested. 

A minor weakness was found with regards formal signing off of reconciliations to the general 
ledger. 

Corporate Credit Card Use 

Controls were in place regarding procedures for use of the corporate credit cards, access to 
the cards and checking and approval of statements. 

Weaknesses in control were found over the lack of guidance provided to cardholders and 
secure storage of the card details and statements. 

Insurances 

There were controls in operation over insurance cover, valuations, review of the insurance 
reserve and maintenance of a claims register.  

Weaknesses in control were identified regarding the lack of guidance for staff should an 
incident occur and a claim is required. 



Officers’ Expenses 

Guidance is held and available to staff. Controls were in place for the setting and review of 
car allowances, prevention of duplicate claims and approval of claims 

Weaknesses were identified in relation to the provision of VAT receipts for mileage and 
expense claims, the matching of receipts to expenses and the checking of drivers’ documents 
to ensure they hold valid documents to drive. 

Leased Vehicles 

Controls were in place regarding guidance for staff, maintenance of a lease register, 
deductions for staff and renewal applications. 

Weaknesses in control were found regarding the checking of drivers’ documents. 

 

The following recommendations have been raised: 

 

Area of 
Scope 

Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations Raised 

   High Medium Low 

General Green Green 0 0 0 

Ordering Green Green 0 0 0 

Creditors Green Amber 0 0 1 

Corporate 
Credit Card 
Use 

Green  Amber 0 1 1 

Insurances Green  Amber 0 0 1 

Officers’ 
Expenses 

Amber Amber  1 2 0 

Adequacy 
and 
Effectiveness 
Assessments 
 

Leased 
Vehicles 

Amber  Green 1 0 0 

Total 2 3 3 

 

High Priority Recommendations 

We have raised two high priority recommendations as a result of this audit.   

Officers’ Expenses 

Management should ensure that the driving documents of officers claiming car allowances, 
such as driving licence, insurance policy and MOT certificate, are checked periodically to 
confirm that they are valid and up to date. 

Leased Vehicles 

Management should ensure that the driver’s licence of officers participating in the leased car 
scheme should be checked periodically to confirm that they are valid and up to date. 

 

Management accepted all recommendations raised. 
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Report No. BRK/09/10 – Final Report issued 12 February 2009 

 

Payroll and Human Resources 

 

Audit Opinion 

Adequate assurance given, with some improvement noted in the internal control environment 
since the last audit visit. 

 

Rationale supporting award of opinion 

The audit work carried out by Internal Audit indicated that: 

• While there is a basically sound system of internal control, there are weaknesses, which 
put some of the client’s objectives at risk. 

• There is evidence that the level of non-compliance with some of the control processes 
may put some of the client’s objectives at risk. 

•   The assurance level is based on the number of medium and low recommendations made 
and extent of controls operating over the system. The main weaknesses identified relate 
to checking of processes completed and evidencing of such checks. 

 

Summary of Findings 

Payroll 

Policies, Procedures and Legislative Requirements 

Controls were found to be in place for responsibility of the service and maintenance of 
documented procedures. Improvements could be made by obtaining assurances from the 
payroll provider that statutory tax returns are being promptly submitted to Her Majesty’s 
Revenue and Customs (HMRC). 

Starters and Leavers 

Controls were found to be in place for adding starters to, and removing leavers from the 
payroll.  

Minor weaknesses in control were identified around monitoring payroll adjustments and 
leavers’ checklists. 

Deductions and Changes to Payroll Records 

We confirmed that controls were operating in respect of checking and notifying the payroll 
provider of deductions and changes to be made.   

A weakness was identified in relation to the signing and dating of checks applied to the 
monthly adjustment reports.   

Payments and Financial Records 

We confirmed that controls were operating over the preparation of payments made through 
BACS and the updating of records.   

Weaknesses in control were found regarding signing off reports that are checked and the 
review of exception and error reports from the payroll provider. 

IT Systems Back Up and Contingency Planning 

As part of the security plan with the payroll provider, it is specified that backups of the 
Council’s payroll data are undertaken on a daily basis. The Council also has a disaster 
recovery plan in place.  



Human Resources 

HR policies for recruitment are held and a system is in place for the continual assessment of 
staff performance. Establishment lists are verified as being correct in addition to the monthly 
salary control reports issued to the respective budget holders.   

Weaknesses were identified in relation to establishment lists and the retention of copy 
documents, such as driving licences or qualifications.  

Performance Information 

Controls around monitoring performance were operating as expected. 

Risk Management 

Risks are identified and monitored by the Council, along with mitigation plans and action 
taken. 

 

The following recommendations have been raised: 

 

Area of 
Scope 

Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations Raised 

   High Medium Low 

Policies, 
Procedures 
and 
Legislative 
Requirements 

Green Amber 0 0 1 

Starters & 
Leavers 

Amber Amber 0 1 0 

Deductions 
and changes 
to payroll 
records 

Green Amber 0 0 1 

Payments 
and Financial 
Records 

Amber Amber 0 1 2 

IT Systems 
Back Up and 
Contingency 
Planning 

Green Amber 0 0 0 

Human 
Resources 

Green Amber 0 0 1 

Performance 
Information 

Green Green 0 0 0 

Adequacy 
and 
Effectiveness 
Assessments  
 

Risk 
Registers 

Green Green 0 0 0 

Total 0 2 5 

 

High Priority Recommendations: 

No high priority recommendations have been raised as a result of this audit. 

 

Management have agreed with all recommendations raised. 
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Report No. BRK 09/11 – Final Report issued 11 February 2009 

 

Anglia Revenues and Benefits Partnership – Council Tax (CTAX) and National Non 
Domestic Rates (NNDR) 

 

Audit Opinion 

Adequate Assurance given. 

 

Rationale to support awarding of opinion 

The audit work carried out by Internal Audit that: 

• While there is a basically sound system of internal control, there are weaknesses, which 
put some of the client’s objectives at risk. 

• There is evidence that the level of non-compliance with some of the control processes may 
put some of the client’s objectives at risk. 

• The opinion arises from the number of medium priority recommendations raised in this 
report and the extent of controls found to be operating within the areas. The main areas of 
weakness were around independent checking of processes completed and 
documentation of these checks. 

 

Summary of Findings: 

General 

The previous audit report (BRK0714 issued 27/06/07) highlighted the need to ensure 
compensatory controls, in particular those covering the award of discounts/exemptions 
(relief), refunds, arrears recovery, credit balances, suppression activity, write-offs and 
transfers, existed to mitigate the risks associated with the lack of segregation of duties 
between administration and billing of accounts and recovery arrangements. 
Recommendations were made to improve those supplementary controls where weaknesses 
were evident, which were accepted by management at the time. However, some further 
weaknesses have been noted as part of this review and are detailed below in the relevant 
areas and for which additional recommendations have been made. 

Valuation and Billing Records 

Our testing confirmed that controls were in place regarding the CTAX and NNDR bases. 
Witten procedures need updating to specify the requirement for segregation of duties in the 
setting up and maintaining of accounts, and to confirm the compensatory controls required to 
mitigate the risks of being unable to implement this level of control due to current resource 
levels. 

Billing 

Our testing confirmed that controls were in place for the annual billing process. Improvements 
could be made regarding the timeliness of issuing bills for amended accounts after the main 
billing run. 

Collection of Income 

Our testing confirmed that controls were operating around payment methods, collection and 
posting of income received.  Weaknesses were found regarding the timeliness of cash 
balancing reconciliations, and controls to ensure credit balances were checked regularly were 
not operating effectively. 

Suspense Accounts 

It was established through our testing that controls were found to be operating over the 
suspense account.  



Reconciliation to the General Ledger 

Reconciliations to the general ledger were found to be undertaken, although not always on a 
timely basis. 

Refunds and Transfers 

Our testing confirmed that controls were operating over the calculation of refunds and tracing 
of transfers between accounts. Weaknesses in control were identified regarding the 
segregation of duties to prevent inappropriate transfers and refunds.  

Discounts, Exemptions and Reliefs 

Controls were found to be operating in relation to application receipt and supporting 
documentation. Weaknesses were found regarding the annual review of discounts, 
exemptions and reliefs applied for continued eligibility. 

Arrears Recovery 

It was established that recovery actions for CTAX and NNDR could be traced through the 
Academy system.  Weaknesses were found relating to a formal independent review of CTAX 
suppression reports. 

Write Offs 

Our testing established that controls were in place for documenting and approval of write offs. 
Improvements could be made regarding the timeliness of CTAX write off reconciliations.  

IT Security 

It was established through our sample testing that controls were operating over IT security. 

Performance Information 

It was established through our sample testing that controls were operating over setting, 
monitoring and reporting of performance targets. 

Risk Register 

It was established through our testing that controls were operating over the identification and 
management of risks in this area. 

Follow Up on Previous Report’s Recommendations 

We established that one of the nineteen recommendations included in the previous report, 
namely the checking of credit balances, remained outstanding.  

 



The following recommendations have been raised: 

 
Area of 
Scope 

Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

    High Medium Low 

Valuation and 
billing records  

 
Green 

 
Amber 

0 1 0 

Billing Green Amber 0 1 0 

Collection of 
Income  

 
Green 

 
Amber 

0 1 1 

Suspense 
Accounts 

 
Green 

 
Green 

0 0 0 

Reconciliation 
to the General 
Ledger 

 
Green 

 
Amber 

0 0 0 

Refunds and 
Transfers 

 
Green 

 
Amber 

0 1 0 

Discounts, 
Exemptions 
and Relief’s 

 
Green 

 
Amber 

0 1 0 

Arrears 
Recovery 

 
Amber 

 
Amber 

0 1 0 

Write Offs 
 
Green 

 
Amber 

0 0 0 

IT Security 
 
Green 

 
Green 

0 0 0 

Performance 
Information  

Green Green 0 0 0 

Risk Registers Green Green 0 0 0 

Adequacy 
and 
Effectiveness 
Assessments  
 

Follow up Green Amber 0 0 0 

Total 0 6 1 

 

 

High Priority Recommendations 

No high priority recommendations have been raised as a result of this audit. 

 

Management have agreed with all 7 recommendations raised. 
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Report No. BRK 09/13 – Final Report issued 29 April 2009 

 

Anglia Revenues and Benefits Partnership – Governance Arrangements 

 

Audit Opinion 

Adequate Assurance given. 

 

Rationale to support awarding of opinion 

The audit work carried out by Internal Audit that: 

• While there is a basically sound system of internal control, there are weaknesses, which 
put some of the client’s objectives at risk. 

§ There is evidence that the level of non-compliance with some of the control processes may 
put some of the client’s objectives at risk. 

§ The opinion arises from six medium priority recommendations raised in this report relating 
to financial reporting (three recommendations), use of resources (one recommendation) 
and performance information (two recommendations). 

 

Summary of Findings 

Financial reporting 

Our testing confirmed that controls were in place regarding authorisation of charges between 
ARP and ARP Trading Ltd. 

Weaknesses were identified regarding review of the Service Level Agreement between ARP 
and ARP Trading Ltd, budget monitoring and independent review of the charges between 
ARP and ARP Trading Ltd. 

Use of resources 

Controls were found to be in place relating to planning for extra resource requirements 
caused by increased benefits claimants. 

A weakness was identified in relation to a lack of a standard protocol for due diligence 
activities to be performed for potential new partners. 

Norfolk County Council (NCC) report on Governance 

Our testing confirmed that the Joint Committee had been informed of the findings of the NCC 
report and action plans were in place to address the findings. 

Performance information 

We established through our testing that controls were operating over performance information 
reported to Breckland Council through the TEN performance management system and 
quarterly performance clinics. 

Weaknesses were identified in relation to the completeness of the monthly performance 
report and over the decision not to report outcomes of all indicators to the Joint Committee.  

Risk Register 

Controls were found to be operating over the identification and management of risks in this 
area. 

Follow up on previous report’s recommendations 

We established that the recommendation raised in the previous report (BRK0822) to ensure 
that performance data reported through the TEN performance management system agrees to 



that provided to the Joint Committee through the monthly performance report had been fully 
implemented. 

 

The following recommendations have been raised: 

 
Area of 
Scope 

Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

    High Medium Low 

Financial 
reporting 

Green Amber 0 3 0 

Use of 
resources 

Amber Amber 0 1 0 

NCC report on 
Governance 

Green Green 0 0 0 

Performance 
Information 

Green Amber 0 2 0 

Risk Registers Green Green 0 0 0 

Adequacy 
and 
Effectiveness 
Assessments  
 

Follow up Green Green 0 0 0 

Total 0 6 1 

 

We have raised no high priority recommendations as a result of this audit. 

 

All recommendations have received management’s endorsement. 
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Audit No. BRK/09/15 – Final Report issued 10 February 2009 

 

Environmental Health Application Audit 

 

Audit opinion given 

Limited Assurance given. 

 

Rationale to support awarding of opinion 

The audit work carried out by Internal Audit indicated that weaknesses in the system of 
internal controls and the level of non-compliance are such as to put the client’s objectives at 
risk. 

We have raised a total of one high, seven medium and three low priority recommendations to 
implement new controls and raise existing controls to a good/leading practice standard, hence 
we have only been able to provide a limited level of assurance. 

 

Summary of Findings 

Access Controls 

We found that there is adequate segregation of access in that there are a number of access 
profiles based on users’ access requirements, ensuring that users can only see what they are 
authorised to see. There are, however, weaknesses where passwords are never required to 
be changed and complexity capabilities have not been enabled.  There were also a number of 
users with live user accounts who no longer required access, potentially as a result of a 
number of weaknesses identified in the application Starter, Changes, Leaver process. 

Input Controls 

The system operates a robust validation process whereby data is checked for consistency 
before being committed to the database.  We found that manual paperwork being used for 
updating the system is not routinely locked away at night. 

Data Processing 

As the system operates in real time, there is no requirement for running overnight data 
processing jobs, although there are other overnight jobs carried out.  These are primarily Key 
Performance Indicators (KPI’s) and reminder reports that are run after business hours.  
Standing data is present within the system but is not changed frequently and not currently 
subject to a documented change control process. 

Output Controls 

The output reports were found to be well constructed and appropriate security over output 
from the application was found to be in operation. 

Interface Controls 

There is one interface that is manually run, although the results of the process are not 
reviewed.  Reporting identified that there were a number of failed items on the interface which 
may require further action to be taken to resolve; however, the user interface was found to be 
inadequate and these error logs were not reviewed. 

Management Trail 

The application’s audit trail facility was found to be switched on and operating satisfactorily. 
Although the data reported within the component is of a very high-level nature, not containing 
more than a notification that a “modification” had occurred, it was felt that this was adequate 
for this application. 



Backup and Recovery 

The application has been subject to a Disaster Recovery (DR) test, although this was last 
done in May 2007 and was very ‘light touch’ in nature. Testing was limited to ensuring users 
could connect to the alternate site’s database copy; however, no other user testing was 
undertaken, (e.g. to ensure that the system was capable of maintaining a stable connection 
over an extended period of time).  The departmental Business Continuity plan has never been 
tested and is currently undergoing significant revision from a departmental plan into a 
Council-wide plan. 

Support Arrangements and Change Control 

There are good support arrangements in place with the supplier and the outsourced IT 
support provider (Steria).  Although application changes are managed they are not 
consistently tested prior to being applied into the live environment. 

 

The following recommendations have been raised: 

Area of Scope Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations Raised 

   High Medium Low 

Access Control Amber Amber 1 3 1 

Data Input Green Amber 0 0 1 

Data 
Processing 

Green Green 0 0 0 

Output Controls Green Green 0 0 0 

Interface 
Controls 

Amber Green 0 2 0 

Management 
Trail 

Green Green 0 0 0 

Backup and 
Recovery 

Amber Green 0 1 1 

Adequacy and 
Effectiveness 
Assessments  
 

Support 
Arrangement 
and Change 
Control 

Amber Green 0 1 0 

Total 1 7 3 

 

High Priority Recommendations: 

One high priority recommendation has been raised, as detailed below. 

Access Control 

User Password Management 

Management should enable the application's password management component with 
immediate effect.  We recommend that the available options should be set as follows: 

• Minimum password length - 7 characters or more; 

• Minimum password lifetime - 1 day, in order to prevent potential password change 
misuse; 

• Maximum password lifetime - between 30 and 60 days, a best practice range; 

• Reuse limit - 13, being the number of recently used passwords that cannot be used again; 
and 

• Auto logoff warning time - 2 minutes. 

Management will need to advise all users of the changes before they are implemented as 
they will begin to see system prompts that have not been seen before. 

 

Management have agreed with all recommendations made. 
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Audit No. BRK/09/16 – Final Report issued 4 February 2009 

 

Audit of Anti-Virus and Spyware 

 

Audit Opinion 

Adequate Assurance given. 

 

Rationale to support award of opinion 

The audit work carried out by Internal Audit indicated that: 

• While there is a basically sound system of internal control, there are weaknesses, which 
put some of the client’s objectives at risk. 

• There is evidence that the level of non-compliance with some of the control processes 
may put some of the client’s objectives at risk. 

• Although there are a total of four medium priority recommendations the Anti Virus and 
Spyware controls and updates appear to be well managed. Recommendations have been 
predominantly raised to lift these existing controls to a good/leading practice standard, 
hence we have been able to provide an adequate level of assurance 

 

Summary of Findings 

Policies and Procedures 

Antivirus and Spyware software is provided by Sophos, and was found to be present on all 
servers, PC’s and laptops checked during the Audit. Non-IT users are restricted from 
installing software onto their PCs via the Internet, CD, Floppy disk and USB drives which 
reduces the risk of infection.  There were a very small number of machines detected by the 
Sophos central console that the system did not appear to recognise and a recommendation 
has been raised for management to follow up. 

Anti Virus Software and Technical Controls 

Our sample test of a number of Servers and PCs suggested that the relevant updates are 
being made in a timely manner.  We noted that the scanning of the Council’s emails is 
managed by an external supplier, prior to being delivered to the Council’s network.  Whilst 
there do not appear to have been any significant services issues here, the service is not being 
actively monitored to ensure its compliance with the service contract. 

User Controls 

Users undergo an induction on joining the Council and, while the induction includes some 
high-level IT Controls training in relation to email and internet usage, further detail on IT 
Security is not passed on.  The induction process includes the issuance of an induction pack, 
which mentions the IT Security policy but does not require formal signoff of the same.  We 
have raised a recommendation asking management to look into enhancing this process.  We 
noted a good general understanding on Anti-virus and Spyware amongst the staff we spoke 
to during the audit. 

 



The following recommendations have been raised: 

 

Area of 
Scope 

Adequacy 
of Controls 

Effectiveness 
of Controls 

Recommendations 
Raised* 

   High Medium Low 

Policies and 
Procedures 

Amber Amber 0 2 0 

Anti-Virus 
Software and 
Technical 
Controls 

Amber Green 0 1 0 

Adequacy and 
Effectiveness 
Assessments  
 

User Controls Amber Amber 0 1 0 

Total 0 4 0 

 

High Priority Recommendations 

No high priority recommendations have been raised as a result of this audit. 

 

Management have agreed with all recommendations raised. 
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Audit No. BRK/09/17 – Final Report issued 17 March 2009 

 

Audit of General IT Controls 

 

Audit Opinion 

Adequate Assurance given 

 

Rationale to support award of opinion 

The audit work carried out by Internal Audit indicated that: 

• While there is a basically sound system of internal control, there are weaknesses, which 
put some of the client’s objectives at risk; and 

• There is evidence that the level of non-compliance with some of the control processes 
may put some of the client’s objectives at risk. 

Although there are a total of nine medium and two low priority recommendations the General 
IT controls and updates appear to be well managed. Recommendations have been 
predominantly raised to lift these existing controls to a good/leading practice standard, hence 
we have been able to provide an adequate level of assurance. 

 

Summary of Findings 

The Council is currently working to implement the Government Code of Connection (CoCo) 
requirements.  Where we have been able to identify that in response to issues raised during 
audit, the Council is already working to implement mitigating controls as part of meeting CoCo 
requirements, we have not sought to raise an additional recommendation. 

ICT Strategy 

The Council has developed an ICT strategy, although it is not in a fully current state.  It is 
called an outline strategy that has been developed in conjunction with a local government 
specialist consultant firm. There is a Business Improvement Board which is tasked with 
managing ICT related projects and other related issues. 

Management and IT Organisation 

We noted good controls in this area in that there is a clear separation between ICT 
management and support as Breckland Council has outsourced its support function to Steria.  
There are clear roles and responsibilities established within the management function and 
management were able to demonstrate the separation between Steria and the Council. 

Data Management Policies and Procedures 

We found good controls here except that the IT Security Policy requires updating and a 
documented training program developed to ensure all relevant staff are adequately trained in 
this area. 

Server Room Physical Access, Logical Access and Environmental Controls 

There are some good controls in the areas of physical and environmental controls in the 
Thetford and Dereham server rooms. There is, however, a flood risk at the Thetford site, 
which has been identified within the Council’s Corporate Risk Register. We noted that there 
had been improvements to drainage in the vicinity of the server facility but that the facility still 
experiences minor floods, which is mitigated in part by the raised floor. This is a recognised 
risk and has already been accepted by the Council.  The Council should ensure that all lose 
cabling is properly secured, and a visitor log book introduced to the Thetford server room.  In 
relation to logical access controls, there are a number of good controls in place, which are 
improving through the implementation of the Code of Connection (CoCo) requirements; 
however we did identify that there are a number of active user accounts that have not been 
used for several months. We also noted that data disposal may not be as robust as it should 



be because we found old PC equipment stored at the Thetford site that should have been 
formally disposed off to mitigate the risk of data or machine theft.  

Contingency Planning and Disaster Recovery 

There are good controls in this area in that there is a regular programme of network backups 
with offsite storage available.  There are improvements which could be made in relation to the 
temporary storage of Thetford Backup tapes whilst awaiting delivery of Dereham Tapes. The 
Council subscribes to Steria’s disaster recovery service; however, the service has not 
undergone review since June 2007, which may mean that the service has not remained 
consistent with current Council objectives. 

Legislative Compliance 

The Council operates good controls in the areas of subject access requests and data 
protection registration. 

 

The following recommendations have been raised: 

 

Area of Scope Adequacy 
of Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

ICT Strategy Amber Green 0 1 0 

Management and IT 
Organisation 

Green Green 0 0 0 

IT Security - Data 
Management policies 
and procedures 

Green Amber 0 1 0 

Server Room physical 
access, Logical access 
and environmental 
controls 

Amber Amber 0 5 1 

Contingency planning 
and disaster recovery 

Amber Amber 0 2 1 

Adequacy and 
Effectiveness 
Assessments  

Legislative 
Compliance 

Green Green 0 0 0 

Total 0 9 2 

 

High Priority Recommendations 

We have raised no high priority recommendations as a result of this audit. 

 

All recommendations have received management’s endorsement. 


